
 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 
 

 

 

 

Fundamental Concepts of Cyber Security 
 

Duration: 30 Hours 
 

Module: 1  

Networking Concepts Overview- Basics of Communication Systems, transmission Media, 

ISO/OSI and TCP/IP Protocol Stacks, Local Area Networks, Wide Area Networks, 

Internetworking, Packet Formats, Wireless Networks, The Internet 

Module: 2  

Application Security- Database Security, E-mail Security, Internet Security, Firewall, VPN’s, 

Access Control, Backups, Archival Storage of Data,  

Security Threats- Hacking and attacking, DOS attack, Card and ATM security, Password 

management, Risk Management. 

Module: 3 

Security Issues- Hardware and software, Physical Security of IT Assets, CCTV, Access Control, 

Security Policy and Its development, www security policy, Email standards and security policy. 

Module: 4 

Security standards & Cyber Laws- ISO, Early warning & response, CERT, I.T. Act. 2000, 

Copyright Act, Patent Law, IPR, Cyber Law in India 

 

Reference Books: 

1. Cyber Security by Dr. O.N. Pandey, Katson Publication 

2. Fundamentals of Cyber Security by Mayank Bhushan, BPB Publication 

3. Introduction To Cyber Security - Guide To The World Of Cyber Security by Anand 

Shinde, Notion Press 

 
 



 

Schedule 
Duration: 30 hours 

Session Content Time Date 

1.  Basics of Communication Systems, 
transmission Media 

3:00-5:00 PM 21-03-2023 

2.  ISO/OSI and TCP/IP Protocol Stacks 3:00-5:00 PM 
22-03-2023 

3.  Local Area Networks, Wide Area 

Networks 

3:00-5:00 PM 
28-03-2023 

4.  Internetworking, Packet Formats 3:00-5:00 PM 
29-03-2023 

5.  Wireless Networks, The Internet, 

VPN’s 

3:00-5:00 PM 
04-04-2023 

6.  Database Security, E-mail Security, 
Internet Security, Firewall 

3:00-5:00 PM 
05-04-2023 

7.  Access Control, Backups, Archival 
Storage of Data 

3:00-5:00 PM 
11-04-2023 

8.  Hacking and attacking, DOS attack 3:00-5:00 PM 
12-04-2023 

9.  Card and ATM security, Password 
management, Risk Management 

3:00-5:00 PM 
18-04-2023 

10.  Hardware and software, Physical 
Security of IT Assets 

3:00-5:00 PM 
19-04-2023 

11.  CCTV, Access Control, Security 

Policy and Its development 

3:00-5:00 PM 
25-04-2023 

12.  www security policy, 

Email standards and 

security policy 

3:00-5:00 PM 

26-04-2023 

13.  ISO, Early warning & response. 

 

3:00-5:00 PM 
02-05-2023 

14.  CERT, I.T. Act. 2000, Copyright Act 3:00-5:00 PM 
03-05-2023 

15.  Patent Law, IPR, Cyber Law in 

India 

3:00-5:00 PM 
09-05-2023 



 

 Report 

Name of Activity Fundamental Concepts of Cyber Security 

Date 21-March-2023 to 09-May-2023 

Venue BCA Classroom 

Organized by Computer Application Department 

Resource Person Ms. Nisha Pandey, Assistant Professor, MIET 

Beneficiary BCA 6th Semester (40 students) 

Coordinator Mr. Abhay N Tripathi, Associate Professor, MIMT 

Objective This course on Cyber Security: 

 To secure the information stored and conveyed, this is an 

invaluable resource of any organization 
 To update the knowledge of students in network security issues. 

Content With the initiative of IQAC, Mangalmay Institute of Management and 

Technology organized add on certification course on “Cyber Security”. 

Day1: The session started with Basics of Communication Systems, 

transmission Media. 

Day 2: In this session, the resource person discussed about ISO/OSI and 

TCP/IP Protocol Stacks with their header formats. 

Day 3: In this session, the student learned about the various types of 

Networks and their standards. 

Day 4: This session was focused on Internetworking, Framing of the 

message and Packet Formats. 

Day 5: In this session, the student learned about Wireless Networks, The 

Internet, Virtual Private Netwroks. 

Day 6: In this session, the resource person discussed about  various types of 

security: Database Security, E-mail Security, Internet Security, Firewall  

Day 7: This session was focused on Access Control, Backups, Archival 

Storage of Data  

Day 8: The session focused on Hacking and attacking, Hacking methods, 

DOS attack. 

Day9: In this session, the student learned about the various types of Card 

and ATM security, Password management, Risk Management. 

Day 10: In this session, the resource person discusses about Hardware and 

software, Physical Security of IT Assets  

Day 11: In this session, CCTV, Access Control, Security Policy and Its 

development was discussed. 

Day 12: In this session, the resource person discusses about www security 

policy, Email standards and security policy  

Day 13: In this session, ISO, Early warning & response was learnt. 

Day 14:In this session, the resource person discussed about CERT, I.T. Act. 

2000, Copyright Act. 

Day 15: This session was on Brief about Patent Law, IPR, Cyber Law in 

India. 

Outcome of 

Activity 

On completion of the programme : 

 The students gain the most comprehensive knowledge and skills in 

the Network Security providing an opportunity to equip the 

Network System Administrators & Information.   
 To understand the security concerns, vulnerabilities, attacks and to 

plan and implement the desired e-Security solutions. 



 

 

Resource Person Profile 

 
Name: Ms. Nisha Pandey, Asst. Professor, MIET   

Core Skills: C Programming, Automata Theory, Computer Networks, Operating Systems. 

Qualification: B.Tech, M.Tech 

Experience: 09 years 

Research Area: Computer Networks, IoT. 

 

 
Figure 1 Ms. Nisha Pandey during her session 

 
Figure 2 Ms. Nisha Pandey during her session 
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